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DIVISION OF AUDIT

Action Items





Governance

Florida Board of Governors Regulation 4.002: 
State University System Chief Audit Executive

Requires each university CAE to develop a risk-
based annual audit plan, submit it to the university 
Board of Trustees for approval, and report it to the 
Board of Governors. 

IIA’s Global Internal Audit Standards

• Principle 9 - Planning the Internal Audit Function

• Establishes that the internal audit function 
must develop a risk-based plan to 
determine the priorities of the internal audit 
work

• Principle 4 - Accountability and Oversight

• Clarifies that the internal audit function is 
accountable to the board, which includes 
presenting the annual audit workplan for 
board review and approval.



FY 2025–2026 Audit Work Plan

Audit 
Category

Specific Audit Topic Relevant Strategic Priorities

Mandatory 
(BOG)

Performance-Based Funding 
(PBF) Data Integrity Audit

Student Success; Organizational 
Effectiveness

Operational University Construction 
Program Audit

Long-Term Fiscal Health & Sustainability; 
Organizational Effectiveness

Information 
Technology

Workday Post-
Implementation Review

Organizational Effectiveness; Long-Term 
Fiscal Health & Sustainability

Information 
Technology

IT Governance – Artificial
Intelligence

Academic Excellence; Organizational 
Effectiveness

Advisory Human Resources Advisory Organizational Effectiveness; Student 
Success

Advisory Division of Research – Data 
Protection Controls

Academic Excellence; Research 
Management

Advisory Grant Management Review Academic Excellence; Long-Term Fiscal 
Health & Sustainability



FY 2024–2025 Audit Work Plan Continuance

Audit Category Specific Audit Topic Relevant Strategic Priorities

Information Technology Office of Information
Technology – Cybersecurity
Governance

Academic Excellence;
Organizational Effectiveness; 
Long-Term Fiscal Health & 
Sustainability;

Mandatory (BOT) Athletics Financial Review Long-Term Fiscal Health & 
Sustainability; Leverage the Brand

Advisory Office of University 
Advancement – Gift Processing 
and Donor Relations

Student Success; Long-Term Fiscal 
Health & Sustainability; 
Organizational Effectiveness



Office of 

Compliance & Ethics

Informational Item





DIVISION OF AUDIT

Informational Items



The purpose of this audit was to evaluate the 
University’s compliance with the following statutes:

• Section 1010.35, F.S. (Screening Foreign Researchers): Requires 
background screening of foreign nationals and individuals with 
over one year of experience in a country of concern before 
appointment to research-related positions. 

• Section 1010.36, F.S. (Foreign Travel): Requires the University to 
implement a monitoring program for employment-related 
international travel by faculty, researchers, and research staff. 

• Section 1010.25, F.S. (Foreign Gift Reporting): Requires semi-
annual reporting of gifts and contracts totaling $50,000 or more 
from foreign sources, including procurement contracts involving 
countries of concern. 

24-25 Foreign Influence Audit



Screening Foreign Researchers

Observations Recommendations

Decentralized evaluation process led to 
gaps—35 hires not evaluated, 18 not 
referred to ORC

Centralize tracking of evaluations & 
screening. 

Ensure HR only finalizes hires after ORC 
clearance.

Absence of project-level data hinders 
ORC’s ability to verify screening 
coverage

Establish regular project data-sharing 
with ORC.

Absence of written policies that clearly 
define pre-screening, referral, or 
screening roles

Develop written policies & screening 
checklists.

FOREIGN 
INFLUENCE 

AUDIT 
OUTCOMES



Foreign Travel

Observations Recommendations

Fragmented processes for travel approvals; 
lack of centralized data and defined roles.

Integrate all travel approvals into a single 
system.

Establish centralized log & define 
recordkeeping for externally funded travel.

Foundation-funded travel lacks centralized 
oversight and RIO signature.

Implement formal approval workflow for 
Foundation-funded travel.

Incomplete data sharing prevents screening 
travelers based on project assignments.

Improve project data-sharing for screening.

Inconsistent International SOS registration 
during the audit period.

Enforce International SOS registration before 
travel approval.

Unreported China trip in 2023 impacted 
reporting accuracy.

Reconcile travel data with International SOS 
and correct reports.

FOREIGN 
INFLUENCE 

AUDIT 
OUTCOMES



Foreign Gift Reporting

Observations Recommendations

Departments self-screen contracts 
without oversight or technical support

Assign responsibility for centralized 
contract screening.

Internal procedures not documented, 
risking process sustainability.

Develop policy defining roles for foreign 
gift reporting.

Complete documentation of internal 
procedures.

FOREIGN 
INFLUENCE 

AUDIT 
OUTCOMES





Status of Corrective Action for Open Advisory Issues

22-23 Procurement Services (34 Recommendations)

• 12 Recommendations Successfully Implemented

• 22 Recommendations Are In-Progress

24-25 Academic Affairs Advisory: SBI Student & Faculty Experiences (14 Open Recommendations)

24-25 Academic Affairs Advisory: CSSAH Student & Faculty Experiences (10 Open Recommendations)

Planning







7 Open Investigations

# Open Case Type

1
Academic 
Misconduct

1 Conflict of Interest

1 Discrimination

2 Fraud

1 General Concern

1

Waste, Abuse, 
Misuse of 
Institution 
Resources
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Updates



SUMMARY OF QUALIFICATIONS:

Cybersecurity Risk Management and Compliance: Extensive 

experience applying NIST 800-53, NIST CSF 2.0, and CIS Controls 

to assess and reduce risks. She has led vulnerability assessments, 

compliance audits, and remediation efforts, achieving up to a 95% 

risk remediation rate.

Technical Proficiency in Security Tools and Infrastructure: 

Skilled in using tools like Nessus, OpenVAS, and Cisco Meraki for 

vulnerability scanning and network monitoring. Her technical 

expertise also spans Python, PowerShell, SQL, Active Directory, and 

LAN/VLAN configuration, key for IT auditing and investigations.

Digital Forensics and Investigative Analysis: With graduate-level 

training in digital forensics and hands-on experience in incident 

response and secure system auditing, Jayla is equipped to 

investigate security breaches, perform forensic reviews, and support 

compliance investigations involving IT systems.





Questions Answers



"We inspire Excellence 

by showing kindness 

and delivering 

exceptional Service." 


